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Conceal fault-based leakage

» Use enable signal to conceal Fault Sensitivity
— Enable is 1 only when fault intensity is in fault-free

zone

* Use random value to conceal Faulty Output
—t

Lo

Combinational

giC

Rnd

Enable_signal—>

Clock signal —>

reg in

logic_out

If Enable==
Register € Random Value
If Enable==
Register € Calculation Result
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Discussion about proposed CM

* How to realize the enable signal?

—S. Endo, Y. Li, N. Homma, K. Sakiyama, K. Ohta, and

T. Aoki. “An Efficient Countermeasure Against Fault

Sensitivity Analysis Using Configurable Delay
Blocks.” In FDTC 2012

— About 10.4% area overhead

* How about other fault injections
— Laser, invasive fault injections?
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